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Every notes are exposed to
service provider

.If you are using 3rd parties
Infrastructure

eg (Ark, Cashu, Custody Wallets, LN swaps/bridge)



EE2E notes / Date 26.11.06

Every notes are
service p

Status

AP

Total Fees (sats)

0

Note

.If you are using 3 |
Paid to COCOROTUS (Order ID:
Infr‘aStr‘U_CtU_r‘e S6wrQdfrzJbjmV2e42m9fN)

Invoice
eg (Ark, Cashu, Custody Wallets, LN swaps/bridge)



before encryption EE2E notes / Date 26.11.06

Receiver Wallet Server

Fayeralel (custodian/swap operator) /\
Payer User | | Receiver User
Amount + memo ("lunch")
fig
Request invoice (comment=lunch)
>
A\ Server can read the plaintext memo
Invoice
T P PR
Pay invoice (via Lightning Network)
>
Payment received + memo ("lunch")
.
Payer Wallet Receiver Wallet Server

(custodian/swap operator)

Payer User Receiver User
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Plain text stays Their Infra

a:

\

Plain Text Plain Text
Affected protocol

BOLT11

LB en(E) Custody & Swap/Bridge service Treat Scenario
affected.

LNURL-pa » Custody wallet

i y . . . . ° I 1

comment Onion Routing is only meaningful Swap/bridge service
when you have your own node. Payment Detail & orderID leak

BOLT12

Invreq_payer_note



bLIP Proposal

A d dln g 1. No wire format changing
Cyphertext 2 Usingaoncyertios
Into existing '

field 2. Optional mplementation

ate 26.11.06
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SpeC Summar\y LLike PGP wise, encrypted using the

reciplient's public key and send.

Pubkey Discovery

Key separation (MUST) (MUST)

Dedicated X25519 Keypair app

sk /app_pk,(different from Out-odf-band: LNURL-pay
node_pubkey) metadata
(eg.encryptionPubkey)

BOLT12 cutom TLV

7

Payload struct

Version payer_app_pk nonce cipher text
Prefix 32B 24B msg + MAC 16B
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Encode/Decode

Payer App

Recelver App

1. nonce = random(24B), one time use only. 1. app receives event from server

2. ciphertext = crypto_box (msg, nonce,
recelver_app_pk, payer_app_sk)

3. Payload = 0x01 || payer_app_sk|| nonce ||

ciphertext. encoding with base64

2. detect prefix, crypto_box_open(ciphertext,
nonce, receiver_app _sk)

3. treat as plain text if no prefix.




Deck Title / Date 00.00.00

E2EE Note
Applicable Sections

Section Key discovery Note input Applicable?

LNURL-pay API respond field comment

BOLT12 custom TLV in offer Invreq_payer_note

BOLT11 None None ) ¢



before encryption EE2E notes / Date 26.11.06

Receiver Wallet Server

Fayeralel (custodian/swap operator) /\
Payer User | | Receiver User
Amount + memo ("lunch")
fig
Request invoice (comment=lunch)
>
A\ Server can read the plaintext memo
Invoice
T P PR
Pay invoice (via Lightning Network)
>
Payment received + memo ("lunch")
.
Payer Wallet Receiver Wallet Server

(custodian/swap operator)

Payer User Receiver User



After encryption EE2E notes / Date 26.11.06

Receiver Wallet Server Receiver Wallet App
Payer Wallet (custodian/swap operator) (holds app_sk) _
Payer User | | . | Receiver User
Amount + memo ("lunch")
’.
Get receiver_app pk
-
receiver_app pk

.‘. ............................................................

Encrypt memo with receiver_app_pk

Request invoice (comment=ciphertext)
>
‘# Opaque ciphertext only, cannot decrypt
Invoice
.‘. ............................................................
Pay invoice (via Lightning Network)
>
Payment received + ciphertext
-
Decrypt memo with app_sk
Payment received + memo ("lunch")
>
Receiver Wallet Server Receiver Wallet App _
Payer Wallet (custodian/swap operator) (holds app_sk) Receiver User

Payer User
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What's Changing?

1. App layer 2. LNURL-pay 3. BOLT12
A new key pair (app_sk/app_pk) A public key field (public_key) A custom TLV needs to be added
IS created in the user's app. This is needs to be added to the to include the public key in the

separate from the node_id. endpoint. offer.
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What It Solved,

, . .
And It’s Limits
Solves Limits
e Note contents are no longer e A server can forge the receiver's public
_ & key. If the payer stores the key, later
exposed to infrastructure changes are detectable

and service providers
 Blinding the receiving node is still

Impossible with BOLT11 (possible with
BOLT12)

>'§ e Unusable if commentAllowed is
shorter than the payload






